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biometrics can be susceptible to errors. Biometrics can falsely reject a valid user or falsely administration), while systems belonging to individual departments, such as the sales
accept an unknown user. In situations where reliability is paramount and false positives and team customer relationship management (CRM), may be managed by individual
false negatives are not acceptable, biometrics should only be used i ination with departments (decentralized administration).

other authentication factors.

Each of the three methods can be implemented and managed effectively; however,
= success comes down to how well the organization operates. For proper access control

Ider_ltny and Acness Management ; X administration, speed, accuracy, and acrcgounmbimy apre key. wm.: a f;w employee gets
Identity management i a broad term used to describe tools and technologies that bired, o ety ca they gt set up fonthe acemes they moeds At when they e
2 g conpolican terminated, how immedately is their access turned off? Many organizations find that
B el o o b Ppoal S Bt centralized management s best, whilk others claim that decentralized may be faster.

. Each of these administration types is defined and discussed here: et be effectvely e e
documented procedures, well-trained staff, and proper oversight.

Centralized Decentralized Hybrid

Identity and Access Management Lifecycle

Regardless of whether an organization uses centralized, decentralized, or some other

method of identity and access management, the operation follows a general lifecycle for the

creation and removal of accounts that define a user's accesses. The lifecycle is depicted in
and described here:

Figure 2-3 Access control administration Provisioning Revocation

« Centralized Most izati use lized access control
vhe or entity is ible for governing, managing, and
tools for inistration. For example, i lized model the IT Figure 2-4 Access control and identity management lifecycle

department would manage access control for all resources (e.g., physical and all

information systems). All requests for access would go through the IT department, + Provisioning Provisioning is the creation and maintenance of user accounts as well as

which would manage the access to systems based on approved requests. maintaining the correct access rights for the user. For new employees, accounts are set
a ized Ina - ey up upon their hire with their initial permissi ing access rights to each

administration is managed by different departments or people for different systems and/or physical area based on their job duties and need to know. Over time a user's

throughout the organization. access requirements may change. As a result, their accounts may require updating as
needed. Management approval is required for both initial account creation and
account changes. In addition, care is taken to ensure that permissions and access levels
are the minimum required for the user's job (using the principle of least privilege).

model utilizes a ination of
control. For example, the IT department may
manage access control for critical resources such as Active Directory (centralized
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